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Method and apparatus for extending security model to native code 

(57) A wireless data platfomi (10) convroes a p»u- 

ralrty of processors (12. 16). Chgnnete of communica^ 

tton are set up between processors such that they 
oornnninicate information as tasks are performed A 
ciynamic cross conpiler (80) executed on onepmcessor 
conpUes code Into native processing code for another 
pracessor. A dynamic cross ffnker (82) finks the com- 
pBed cade for other processor. Native code may also be 
downloaded to the platform through use of a JAVA Bean 
(90) (or other language type) wWch encapsulates the 
native coda The JAVA Bean can be encrypted and dig- 
rtaliy signed for securfty puiposes. 
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10 



Candler and Cross UnKa.- (Atty DodU to^sT^^^ I^^TS?? !f ^ 

and ARparafiiS for Providing Downloadable Functk)SfrI^to an Pm^L^ p ^ 08)995.597. entrtled TMeltiod 
Bre».. al. filed on e.an d?te ^J^S^^ r^^^^eS^^^J^ ^ r^2Bm)1o 
Placed on the put^par.crf«,.fiteandareavaa3S:topXf^^^ 
BACKGROUND OF THE rwVENmON 



1. TECHNICAL FlBLD 
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a DESaHPTION OF THE RELATED ART 

some Of ihe capabiWiJat a c.^pS^^!?S^ Z^^."^ ^^"^ «^ *« 
inlhenearftjture. ^ * ^ ®<P«=*ed to haw a signrfkam impact ori 

ln9func.i«,s. The code fnSSp^^«;^S;^:|^ 

othernofwdatfle memories whidiarenote^^i^Ii -Sf in ROMs or 

itisoltennoiposSSrSmSffte^Sffi 
DSP.oroth^'t^SSS;^:^ 

BRIEF SUMMARY OF THE llvJVENTION 

flmr. is downloaded «,ihe S^SSriS^?£f/,nlK^i.'°B^ 

«Jefer«J^andi„sta,,edonataS^^^ Respons^e to the verification, the r«h. 

rate. Where the software prog,«mteTiSS^ 

the Bean ar«l. henceMhen^^ cS^ " "^^^VA can be ised to encrypt and 

BRIEF DESCRIPTIOIM OF THE SEVERAL VIEWS OF THE DRAWINGS 

JKef^^SSSSJr^Cr^^^ 

^e1il,.etra.esab.ockdiagrarnofap^rmarchi.ec^..p,^^^^ 



45 



SO 



55 



2 

Received from < 212 382 0888 > at 6128/02 3:52:44 PM [Eastern Daylight Time] 



10 



IS 



06/28/2001 14:35 FAX 212 ZS2mgSSS OSTROLEM, FABER ^ %029 

EP0930567A2 

Figure 2 iOustrates a funcforal block diagram of the platform of Rgure i ; 

F«ure3n.usta.asa,.nc«onalb,ockdiagram Of dynamic 

F«ure6y,uc,«rtesafh>wc«agrarndescnb^ 
DETAILED DESCRIPTION OF THE INVEI^N 

usedforexampte, in*e?5^,S?cJ^^aii^.r^ architecture, vrtft*, codd be 

pose (Host) processor trSSS^^rT??^TJZiS^^^^ 

One or more DSPs (or other cvrocess^^iT^J^^li^ data bus 14a. address bus I4b and control bus 14c 
«nd a MMU {memory ma^I^nt "^78^^^;^^^^'^ 

suchas JAVA) arxJ a video and LCD^^^^^'^^^Z^ accelerating a portable language 
romaj Mernoryft traffic controller 18 is coupled to bus 14 aSZ*^^ 

fmou, dynamic random access mer^S^Ui^t^^J^J^ ^ ^ 

32. A plurality of devwes couW be coSSto T"*^^ ^' '"'^ ^ "AWROM 

38. orona or more serial ports 40lSls a uIb/?!^^'^ ^ tevboart36. mouse 

couple to aflashmemory^S^c?^DS^S^r^''i^ "^232 aerial port mterfece 30 can 

^offun<*-ons.T«sa«owsth:^t^^^ 
J^S^U^^r^ere^^^^^^ 
SS^=aS^--S£-Sy~ 

r«2.."^-rs:?i^^^b 

one sKtled in the art. a ur^ed cJ^a^S°%_ SfrthS^'^^ 18a and 18b. As would be Known to 
hem.Suchde.ices'speedtheexecu.fo^S,^'^ 

ware is divided inu,lwog„x,^ Hc,^SSSSS^DS^**^'li^^'^^ FunctionaBy. the soft- 
applets 40. Tire DSP API d^4S is aS^f™^ ^ ^® ^n^^^es one or more 

Of Ihe DSP API 50 and Ho^DSP,^^ZTJl^^T?'r' l'^^^ or applets to access the functioroirrh/ 

native inters 46 Is the method !^e^^A^ ^^Zl!^"^^^^ ? the apptete. The JAVA 

48 are non-JAVApnjgrams which can b^^^^^^f^^ 

The DSP API 50. described in greater d^aSS5^ fe^l^.^^ •'^^'^ ^t^^- 

can to make use Of the capabiEof tfrD^re^^"^^^^ 

^ DSP 16 to conm-nicate with each oth^ Si oS^^'^^ST^ an API for the Host 12 

Communication Pmtocol. The DSP de«ce (Th/^StVSa^ "^"^ '^^ ^«^-OSP 

opemtina system) to communicate wi*5feS % ^liS^^^"^^ Host UTOS 56 (real time 

PLUSbyAccdemtedTechnotogy IriSrooJaal Aft^ RTOS 56 .s an operating system, such as NUCLEUS 
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rather than static, me Host-DSP Interface layer 62 on the DSP side performs the same function as th« h«*ji<» \r*^ 
fece ^er 52 on the Host side, namely ft allows the Host 12 and dS^6 to c^^^d^ ^S^l 

^ng^emtor«h|e DSP processor. The Host OevfcedrivereefeaDSPtS^^^ 

toccrnimunicate wrth the Host 12. TT« Host-DSP Int^ce 70 couples the DSP 16 arS^S^^^ ^ "^^^ 

[00181 operation, me software architecture shown in Rou^ - ^ 



10 DSP-API 



20 



25 



S?^^!L ^® provides a dewce ind^endent Nertace from the Hosti 2 to the DSP 16 -TTie tunctinn^ r™Ho 

OSP_Get_MIPS 

BOOL DSP_GeLMlPSfr_DevicelDDevlD, U32 'mips. U16 'encode); 



DSP.SUCCBSS 
DSP_DEV|D_N0T_FOUND 
30 DSP_DEVID_^NOT,RESPON0ING 

^P_Get_Mefnory_Avallable 



35 



BOOL DSP_G,LMen^ory^^i/atie{Tj:>e.ic^lD DevlD. t.5fee 'prpgmem, T_Size 'dalamem. U16 'encode); 
spec.ied,nT^OSP_^o,X.TherSS:S:SSSr„tSr^^ 



« DSP_SUCCESS 

DSP_DEV|D_N0T_F0UND 
DSP_DEVlD_NOT_RESPONDING 



Its 



so 



I>SP_Alloc_Mem 

Of y bfock size in t nftP \iJ^^I -X. ^"ZizT ^ ' ^ l tor data ^ca The size parameter specifies the mom^ 



DSP_SUCCESS 

dsp^devio^not found 
55 dsp^devid^notIresponding 
dspjnvalid.mempaqe 
dsp_not^enough_memory 
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DSP_RPBe_Mem 

BOOL DSP_Ree_MemniDevicelD DevID, Ul6rmn^. DSP_Woni 'm.mptr. U16 'errco^y, 

DSP^SUCCESS 
^0 DSP_DEV]0_NOT_FOUMD 

DSP_DEVID_IMCfr,RESPONDiMG 

DSP_INVAUD_IWEMPAQE 

DSPJWEJVIBLOCK.M0T,FOUND 

IS DSP_Get_Co<feJrtfo 

BOOL DSP,GeLOochJnh(char *Name. T^CodeHdr ^codehdr. Ul6 ^errcode); 

matio..Thee.c^pa,^erv.llcS 
DSP_SUCCESS 

DSP_MAMED_FUNC_NOT.FOUND 



ss 



30 



3S 



OSP_Unk_Code 

BOOL DSP_Unk_Cocle(T_D^-^,D De^D. T_CodeWr 'codet^r, T^Ta^Create tc^ UIB -errcode): 
basedoninformattaniothecodeKr aSS The dyrantic cross Unkerwfll link the code 



, DSP_SUCCESS 

DSP_DEVID.NOT_FOUND 
DSP„DEVID,NOT.RESPONDING 
40 DSP^NOT_ENOUGH_PROG MEMORY 
DSP,NOT_ENOUGH,DATA MEMORY 
DSP_COULD_NOT_LOAD_CODE 

0SP_Put_BLOB 

The «e parameter spedfiSL £T^^^Xy%f^TcT'^'^'^ si«ce. and 1 for data ^ 
possible resuHs: ^^"-^-^'"^■^e/riaxte parameter willcor^ 

S5 DSP_SUCCESS 

DSP_DEVID_N0T FOUND 

DSP_DEVID_IMOrRESPONDING 
DSPJNVAUD_MEMP«5E 
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DSP^CreateLTask 

BOOL DSP^Cfeate^TaskCr^DevicelD DevtD, T^TaskCr^ate ^tcs, T_Task!D 'TasklD, U16 ^encode); 



ID 



1$ 



20 



25 



BO 
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Table 1 



Task Creation Structure. 


MBType field Isbtme 


Description 


i_usp_Name 


' Name 


User deTtfied name tor Itie taste 


U32 


MIPS 


MIPS used ty the task. 


T^ChanlD 


Chanln 


The ctiannel ID used tor task input 


T_CbanlD 


ChanOul 


The charmel ID used for task output 


T^StrmlD 


Stmnln 


The stream ID used for task input. 


T_Slmi)D 


SlrmOut 


The stream ID used for task oulput 


U16 


Priodty 


Thetesk'spriorityt 




Quantum 


The task*s fmeslice in system ticks. 


T_&$ 


StackReq 


The amount of slack required. 


T_DSP_Ptr 


MsgHandldT 


Pointer to code to handle message to the task 


T_HOST_Ptr' 


Can Back 


Pointer to Host code to handle messages from the task. 


T_DSP_Ptr 


Create 


Pointer to code to execute when task ts created. 


T_DSP_Pir 


Start 


Pointer to code to execute when task e started. 


T_,DSP_Ptr 


Suspend 


Pointer to code to execute when task s suspended 


T_DSP__Ptr 


Resume 


Pointer to code to execute when task is resumed. 


T_DSP_Ptr 


Stop 


Pointer to code to execute when task is stopped 



40 



etervwii contain the iblkjwfngpossiweresute: ' " '"^^^'^^'sNUO. the create faDed. "me e/rcodepa«am- 



45 



DSP_SUCCESS 
DSP_DEVID_N0T_FOUND 
DSP_DeviD_NOT_RESPONDING 
t3SPJNVAUD_PR10RrrY 
DSP_CHANNEL_N0T_FOUND 
DSP_AaOCATION_ERROR 

» DSP_StarUask 

BOOL DSP_Smjask{T^TasklD TasklD. U16 *efrcode); 

DSP^SUCCESS 
DSP_0EVID_NOr_F0UND 
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DSP_DEVIO_NOT,RESPOND1NG 
DSP_TASK_NOT_FOUND 

DSP_Suspefid_Task 

s 

BOOL DSP_^Suspend^Task(TJasklD TasklO, 016 ^errcode); 

[0030] This function wilt suspend a DSP task specified by Taskta Prior to being suspended the task's Siisc»ftnd ^ 

DSP_^SUCCESS 
DSP_DEVlD_NOT_FOUND 
D6P_DEVrD_.N0TlRESP0NDING 
w DSP_TASK_NOT_POUND 

DSP.ResumeJTask 

BOOL DSP_Resum^Ta$k(T^TasktD TaskID, U16 'envodej: 

20 

^11 This fmctionv^D resume a DSP ta^ Suspend Task: Prior to bdma resumed ih^ 

^ DSP„SUCCESS 

DSPJ)EVlD„igOrr_FOUND 
DSP_DEVID_NOT_RESPONDINe 
DSP_TASICNOT_FOUND 
DSP_TASK_NOT_SUSPENDED 



so 



DSP.DeleieJTdsk 

BOOL DSP_^De^te_Taskfr_TaskfD Taskia U16 'errcode); 



T ^ ^ ^"^"^ ^ ^elebon. the task's Stop entry point wilJ 



possftjie resi^; 

^ DSP_SUCCESS 

DSP_DEVID_NOT_FOUND 

DSP_DEVID_NarlRESPONDING 

DSP_TASK_fyJOT_FOUND 



45 DSP_Chan9e_Task_Priomy 

BOOL DSPj:hanQejr^H^Prhnty(TJf^tD Taskia UlSn^riority, U16 ^oldphority, Ul6 ^errcode); 
[0023} . ™s function will change the priority Of a DSP task specffied by 7as/f^^^ 

to the prewous pnorrty of the task. The er/txK/e pammeter wili contain the fblk>v«ng possit^ ^^H^eter wfli set 



DSP„SUCCESS 
DSP_DEVID_NaT_FOUND 
5? DSP_DEVID,Nar„RESPONOlNG 
DSP_TASK_NOT_FOUND 
DSPJNVAUD PRiORfTY 
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DSP_Get_Task_Status 

BOOL DSP_Get_T&s^^Status(TTa$kfD TasklD, U1$ ""Status, U16 ^pn'ority, T^ChanlD ^lnpu% T_Chan!D "Output U16 
*errcode); 

s 

10034] This function refturns the status for a DSP task specified by Taskia Tha stsstus will t)e one of the Wovwing val- 
ues: 

DSP_TASK_RUNNING 
10 DSPJTASK_SUSPENDED 

DSP_TASKJArArn=OR_SEM 

DSPJIASKJWAFTFOPJQUEUE 

DSP_TASK_WAITFOR_MSG 

15 [003^ The pmrity parameter will contain the task*s prtority, and the Input arri Output param^ers will contain the 
ta^'s input and output channel IDs. Tespectively. The errcode parameter wBi contain the fdltowing p0883)le results; 

DSP_,SUCCESS 
DSP_OEVID_NOT_FOUND 
^ DSP„DEVID_N0T_RESP0NDINK3 
DSPJTASK_NOT_F0UND 

DSP_GelJD_Proin_Name 

25 BOOL DSP^GetJD_Ffom_Name(T_D$vicelD Det//Q TJDSP^Name Name, TJOSPJD *ID, UW ^&mode); 

[OOSq TWsfuTction returns the /D for a named obiect on the DSP 16. Theramedotaectm^beachannel^atask 
a mKnory block, or any other supported named DSP object The emxxie parameter will contain the felkwhg possible 
results: 

DSP^SUCCESS 
DSP_DEV1D_N0T_F0UND 
DSP_DEVlD_NOT_RESPONDING 
DSP_NAME_NOT_FOUND 

DSP_Dta_Read_Mem 

6O0L DSP_Dbg_Head^Mem(DEVIC^ID DevID, U8 mempage, DSP^PTR addr, U32 count DSPJWORD ^btrf, U16 

40 

10037] TIlis function requests a block of memory. The mempage spec»ies program memory (0) or data memory (1). 
The addf parameter specifies the rnemory starting address, and the tXHjnt indicates how many T.DSPJAfods to read. 
The buf paran^ter is a pointer to a caller provided buffer to which the memory should be copied. The e/rcodte param- 
eter will contain the following posalile residts: 

45 

DSP_SUCCESS 
DSP_DEVID_Nar_FOUND 
DSP_DEVID_NaL.RESPONDINQ 
DSPJNVALID„MEMPAGS 

50 

DSP„Dbg_Wrjte_W!em 

BOOL OSP^Dbg_Wnte^MemCr_DevicetO Dem UlSmempage, TJDSP_Ptr addr. T_Count count T DSP Word 
^txjf. U1$ *errcode}: 

55 

10038] TWs function writes a biocA of memory. The memp^ specifies piogram memory (0) or data memory (1 ) . The 
Addr parameter spedfies the memory starting address, and the count incficates how many T_DSP,Woix»s to write. The 
buf parameter is a pointer the buffer containing the merory to write. The e/rcocte pai^eta- wiD contain the foBowir^ 



Received from < 212 382 0888 > at 6/28/02 3:52:44 PM [Eastern Daylight Time] 



8 



06/28/2001 14:38 FAX 212 38aB|888 OSTROLENK, FABER I2l035 



EP0930567 A2 

possible resuHs: 

DSP^SUCCESS 
DSP_DEVID_NOT_FOUND 
5 DSP_DEV[D_NOT_RESPONDING 
DSPJNVALID.MEMPAGE 

DSP_Dbg_Read_Reg 

10 BOOL D3P_Dbg_Read_Reg(T_0evkxlD DevlD. U16 ReglD, TJ^SP_WorxJ *regvalue, U1$ *entode}; 

{0039] Thfe luncfon reads a DSP register and r^ums the vafue in regvaA/a The RegID pammeter specifies which 
register to retim. If the RegfD te -1. then aJI of the register values are returned. The ^va^ue paiam^, which is a 
pointer to a caller provided buffer, should point to sufficient storage to hoid all of the values. The regjster IDs are DSP 
75 specaic and will depend on a particular inplemenlation. The encode parameter will contain the Mowkig possible 
resuHs: 

DSP_SUCCESS 
DSP„DEVID_NOnr_FOUND 
^ DSP_DEV|D_NOT_RESPOMDllSlG 
DSPJNVAUD^REGISTCR 

DSP_D*^_Write„Reg 

25 BOOL DSP_DbgLWrft^Reg(T_DevicelD DevfO, U16 RegID, T_DSP_Word regvaiue.. U16 ""ertcode); 

[0040] This function writes a DSP regfeter. The RegID parameter specifies which register to modify, regvahe contaire 
the new value to write. The register IDs are DSP specffic and wflj d^)end on a particular imf^emenfation. The encode 
parameter wiH conicdn the following possible results: 

30 

DSP.SUCCESS 
DSP_DEV1D_IWT_F0UND 
DSP_DEV|D_NOT_RESPOND|NQ 
DSPJNVAUD_REGISTER 

25 

DSP_Dbfl_Set_Brcak 

BOOL DSP_Dl>g_SeLBrBak(T_DevfcelD Devia DSP^Ptrsddr. UW ^errcode); 

^0 [00411 This fmction sets a break point at the given code address (aotofr). The encode paiameter will contain the fol- 
lowing pos£9>le results: 

DSP_SUCCESS 
DSP_DEVID_NaT_FOUND 

<s dsp_devid_notIresponding 

DSP_Dbg_Cfr_Break 

BOOL D3P_Dbg_Clr_Break(r_De^/icelD OeviD, TJ)SP_Ptr addn U16 ^errcode); 

[0042] This function ddars a txeak point that was previously set by DSP_DbgjSel_Break at the givw code address 
(addi). The encode parameter will contain the foltowng possible results: " 

DSP^SUCCESS 
55 DSP_DEVID_NOTJ=OUND 

DSP,DEVID_NQfr_RESPONDiNG 
DSP_BP_DID_NOT_EXIST 
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SO 



DSP DEVICE DRIVER 



m^] DSP Device Driver 54 handles comrrnjnicaticw Thprirk»r*..^ 
take the communication requests as specifjed m the Host-DSP cJ^ d * f ^ fiincbons wHi 

oftherntorn^viathe^yableharSfm^^^^^ 

ware dependent. is h lub d^endent and commumcatrons terxJ- 



OSPUBRARY 



I Data Type 



Tabie2 
CodeBJofckHecwter, 



ReW Name 



Processor 

Name 

MIPS 

ProgSize 

DataStze 

biFrameSize 

OiJtf=rameSize 

InStnmSize 

OutStrmSfze 

Priority 

Quantum 

StackReq 

CoffSize 

MsgHarvljer 

Create 

Start 

Suspend 

Resume 

Stop 

CoffPtr 



Descr^on 



The target processor type. 
Ta^name. 

Worst case MIPS required by the task. 
Total program memory size needed. 
TotaJ data memory sise needed. . 
Srze of a frame in ihe task's Input channel. 
Size of a frame in the task's output channeJ- 
Size of the task's input stream FIFO. 
Size of the task's output stream FIFO. 
Task's priority. 

Task's time slice quantum (rajmber of system ticks), 
Stad^ required. 
Total size of the COFF file. 
Offeot to a message handler entry point for th© task. 

Cmset to a create emiy pobu that is called when the task is crea^^ 
Offeet to the start of the ta*s code 

Offeet to a suspend entiy pdm that is called prior to the task 
Offeet to a resume entry point that is called prior to the task being resumed- 
Oifeet to a stop entry point thai is called prtor to the task being deleted. 
^Inter to the location of the COFF data tn the DSP Ubwy. 



£5 



CONVERSION OF PORTABLE CODE INTO UNKED TARGET CODE 
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embodunent. The aosscompi[er may also be part of ihe DSP-API. "i-imniBpreTerrea 
mwi The dynamic cross compiler 80 converts porlabid code into inlinked. executable taroet Drocassor cnfte Th^ 
dynamic aoss linker 82 converts the unlinked, executable target processor codsSS^ 22. .^^T^ ^ 

Pixwessor which executes the code 0.e., the DSP 16) W-e-. we nostprooesaor 12) ftom the target 

s^rsip%-^2;rn!=s:r.^^^^^^ 

code "atagged section is iderrtfied either dir-rdvor^ui;^^ 

« ^tesedontiiacur^rnproc^^eoftheDSPmSS^iJSS^'L^^ 
^lVoon,piIingsoft««reihatoutpi*unRnted.ex^ 

ods. A decision not to coitipile could be made if for eocample the DSP iSin^^^I^JT^ compil«nfl math- 

We^ ■"*'»™'e;«ton process described above has several significant adv^ 
dynamK cross compiler 80 anows run-time decisions to be maOelio^vA^^^^Zl^ 

&nce the code is Bnked at run-time, memory locations In the DSP 16ta^ teS^^S^^ .S^^ 
pnshed wnh knowledge of the architecture of the piaUbrm io. the compiling c^^^^^^SL J^' 

wmes. For example, the user may wish to load a user irrtertace indudna voice recmnitifln L th^ Zi^lT^Zs* 



£5 



$5 



HOST DEVICE DRIVBB 



so 



S5 



P052J The Host Dwrc© Driver handles comrnunications from the DSP 16 to ihe HosHi* th« HrK,«, 

?oSr^^ ^" "^-^^ C^"-^^ Pr^^ hJS^^^ 

.r^^nv^ihe^^ 

HOSTDSPCOmUNICAnONS PROTOCOL (HOST-OSP imERFACB LAYBR) 

S aS'th^^ T. 9°^^^ the comnuinicatians of commands and data between the 
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^Z^.^^!:^:^iT, rji*!r 0. ^ ^ ^ea^ use. . pass 



^ ^^^:^S,^f:^^^^'T^'^ messages. Them^agesare userdefined 
messages to the Host 1 2 SSSSc^.SS«^S^.*^rf^ "^"""^ the tesk The tasks send 
dier and the pn*«ype for the HcSSSS^B^^^ 

yoiaTasl^HandlertT_RBptyRefreplyret. T_MsglD MsgID, T Count count T DSP Wnm**^^- 
Sttl^^^'^yl'eSlJ^ teusedtoroutetherepv 



20 



j Sentrnessage; 


MsgPktFlag 


taskkj 


replyref 


msgrd 


count 


buf[„ 




1 Reply message: 


MsgPktRag 


-t 


replyref 


msgid 


count 


l)Uf[... 





The muftiword date is sent least-s^ntficant word ft^ 

rooSTI Followng are the Message functians: 
Send_Message 

lowing possa^erS: *^^^ 

DSP_SUCCESS 
DSP_DEV!DJMOT_F0UND 
DSP_DEVIDJNOrlRESPONDINQ 
DSPjB\SK_NOT_FOUND 

IS Repiy^Message 

BOOL Repiy.M0ssa9eCr_ReplyfW.ispiyref. TjCovnt count T_DSPJM(yd 'buf. U16 'entodej: 

DSP,SUCCESS 
DSP_DeVlO.N0fr_FCUND 
DSP^DEVID^NOX^RESPONDING 
DSP_BAD_REPLY_REF 



35 



30 



35 



40 



50 
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Channels 
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IS 



onthe samepnxessor. When created, a channel altocsAesasD^^Z^^^T^^.^'^^-°'^^^''^^ 
IniSally. the channel will contain a list <rf en^ tam^Tr^^^^®' and size «jf frames to contain the data. 
Ptitthe data. il^oZiSS^efZ^^X^^^^r^"^^ '"^""^ ^ ^ 
the Channel, and SS S«rS^^ 

alJow. data tonx,nSS;^^5SSSJ' '^"^ ^ of *ame buflei^ 
bet.eenpnxessors.ChannelcS^^:r^.SSo:,Sr^^ 



ChanPktRag 



ChannetID 



Count 



Vte ibriowing are Ihe channel functions: 
so Oreate_Channel 



wac»«^Cta™*7.£**.o£«w£, 7_s6.«-»^, r.oo«™*™^ t.c».i„«^to™«a 

trol structure IS a^ed on both the eanuigp^^S^r^^^ 
"^ni«tionBimertace.Theer«:c«/epa3S^l,«^^ 

CHANL.SUCCESS 
CHAN,DEVID_NOTJ=OUND 
CHAN_DEVlD.NOT_RESPONDINQ 
^ CHAN^ALLOCATON^ERROR 

Deieie_,Chamiel 

^ B00/_ D&iete^ChanneifT_Chan/0 Chsnneim U16 ''enxxtde); 

CHAM.SUCCESS 
45 CHAN_DEVID_Plor_FOUND 

chan_devid_notIresponding 

CHAN_CHANNEl^NOT FOUND 



so 



55 



RequesLEmf^.Rame 

BOOL neguesLErnpfy_Ram,a^UcaICi^^D C,n. T_OSP_Word ^^tr. BOOL mtFJag. Ul6 ^er^a); 
TRUE, and there is noXme ^ ST^TJ^^^ to lh« frame biiffer. »f the tVaWag is 

CHAN^SUCCESS 
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Retum_Foll_F^Bine 

5 

BOOLRetunuFulLFrameaMChanlDChn. r_DSP_Wora -tutptr. Ule'enco^); 

parameter m contain the following pSSeT^te: ^ "^^'l- "^e etrcode 

CHAN_SUCCESS 
CHAN_CHANNEL_NOT_FOUND 
CHAN_BiJFFEft.CTRL ERROR 

Be<|uest_FiiH_Rranie 

aOOLfle,^,_r„,_a.««^^,«^C/«n;OC/,„. rnSP.H^n. BOOL W^,a,, UlS^enco^j; 

TRUE, and there ar^noiSTfraZiii^a^^ W*'* M'a*'^ 

return reaaiOless. The em»*paramelerwfll cofrtaintheWtowi^ 

. 2S CHAN_SUCCESS 

CHAN_CHANNEl^Nar_FOUND 
CHAN,BUFFER_UNAVAILABl£ 

F{etum_Empty_Fraine 

30 

BOOL Return,Env>ty_Rame(r_i^,Cf,anfD Chn, T^DSPM ^b.ptr. U16 'encode); 

^ "^ed^Thee/ra^eparan^^rv^tccuS^JTeTcS^^^ 

CHArJ_SUCCESS 
CHAN_CHANNEU_NQT.FOUND 
CHAIM,BUFFER_CTRL ERROR 

40 

Setjrask_input_Cfiannef 

SOOL SeLTaskJnpuLCfyanneifT^TBsk -ra,HfQ T^ChanlD ChaniD, U16 ^errcode); 

CHAN_SUCCESS 
CHAN_DEVID_NOr_F0UN0 
^ <^WAN_DEVID_NOT_RESPONDIPsiG 
CHAN_TASK.iSIOT FOUWD 

cham_channelJkdt_found 
Setjrasic_OixtpuLCharinel 

55 

■eOO^ 5eLras/c_Ouj«;LC/,anne^rr rasfc -Ta^/Q T_Chan,D Chania UJ6 'encode): 

[00691 ■"""sfunctionsetsatask'soutputchanneltothespecriedch^^ ^ 

«i u« spBOTiea cnannel ID. The «ni»£fe parameter will contain the 
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Ibllcwing possible resuHs: 



CHAN^SUCCESS 
CHAN_DEVID_fS|OT_FOUND 
CHAN_DEVID_NOT RESPONDING 
CHAN_TASK_N0T_FOUND 
CHAN_CHANNEL,NOT FOUND 



10 



IS 



Streams 

Sid r^tT^.?^^ * ^"^"^^ associatal head and tail pointer to track the data as ftto«? 



StrmPktFtag | Stream JD | Courtt | DateUT] 



Follawjng are the stream functions; 
Create.Stream 

BOOL Creat^StraamnLDe^tD Oevia T^Size FIFO^ke, T_StrmlD 'Stre^mia UW ^errcode): 

[0071] This function creates a FiF04»ased commumcation stream Thfe creates a strPAm r^rrn^ .^^.m,^ 
maintairiscoritrolafanFOolsizeF/fCtefee WhencrP^ f>r^!™2^^ 

foflowirj ^ comnrnmcations «tterfaca The errcode parameter wiD contain the 

STRM.SUCCESS 
STftM„DEVID_N0T_FOUND 

strm_devid]^not_r£sponding 

STRM.ALLOCATKDN.ERROR 
Delete^Ctianner 

BOOL Dem^^StreamnLStrmlDStreamiD, uw ^encode); 
i^JSsi^e'r^""'^^^ 

strm_success 
strm„devid_not,found 
strm.devidInotIresponding 
strm_stream_not_foumd 



40 



50 



Get^StreamCount 

BOOL GeLStTeam_CountCr_LQcal$trmrD Strmia L.Count ^count Ul6 -encode): 

P^rrTsier wiii contain the number upon return. The encode parameter will contain the following possible results: 



STRM^SUCCESS 



Received from < 212 382 088S > at 6/28/02 3:52:44 PM [Eastern Daylight Time] 



15 



06/28/2001 14:40 FAX 212 08|^8$8 OSTROLENK, FABER (1)042 

EP0930567A2 

STRM_STREAM_NOT_FOUND 
Write^Stream 

s BOOL Whte_Stream(Tj_QcaistrmtD Stm, T DSP Word ^bufotr T Cnnnfr^nrH^ 

code): '^wr_irv(?ro oinpF ij^ount count T_Count 'countmftten, UIG^err- 

[007-4] TWs functfon win write number of T D ... 

the task& output stream is used The ttoa^-Art^^^ ^ '^^ " « NULL. 

STFIM_SUCCESS 
SrRM_DEVID_N0T_FOUMD 

stbw_devid_nof"responding 
^5 strm_strb(\m_kfot.found 
strm_stream"overfljow 

ReadjStream 

possible results: of the data read, "me errcode pai^eier wHi contain ihe fonowing ' 

S™i_SUCCESS 
STRM_DEVID_NOT_FOUND 
so STRM^DEVID^NOnfRESPONDIWQ 
STRM_S7REAM_NOT_FOUND 

Set_TasIc_lnput_Stream 

55 BOOL SaLTaskJnput_Stream(T^Task nask^ T^StrmlD Strmia Ui6 ^encode); 
[0076] function sets a tasl<s input stream to the SDecifi 

lowing possible results: ^ecihed stream ID. The eiTcode parameter wiU contain the fol- 

40 STRM_SUCCESS 

STRM_0EVID_NOT_|=OUND 
ST1=aw_DeviD_N6T^RESP0NDrNG 
STRM_TASK_N0T_FOUND 
STFHW.STREAM_NbT.FOUND 

45 

Set_Task_Output_Stream 

BOOLSBLT3Sk_,OupuLStr^^mfr_Task^TaskID. T^StrwID StrmID, UIB^^frcode): 

so mm This function sets a tasl^sou^ stream to thesis 

foltewing possible resutts; earn xo me specrfied stream ID. The e/Tcocfe pammeter wni contain the 

STR!W.SLICCESS 
STRIVLDEVJD^NOTIFOUND 
^ STRM_DEVID_NOT_RESPONDlNG 
STRM,TASK_NOr FOUND 
STRM^STPtEAM^NOT FOUND 
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DATA TYPES 

10078] Data types used herein are defined in Table 3: 



70 



15 



SO 



25 



30 



40 



45 



Tables 




SYSTEM MBSSAGBS 

» nx4e the m^g« to ^ Z S S^S^ ""^.n "^"^ ""'^ they aro us«l to a«uaBy 



55 
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15 



SO 



25 



30 
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GET_MiPS 



GET_MEM_AVAIL 



ALLOC_MEM 



FREe_MEM 



Pl/T BLOB 



CREATE TASK 



Tafc«e4 



DSP-APJ Messages 



START TASK 



SUSPEND_TASK 



RESUME TASK 



DELETE TASK 



CHANGe^PRIORITY 



G£T_TASK_STAruS 



Send Parameters 



IStone 



Uiemenpage 
T_Size see 



LI16 mernpage 
T_DSP„Word 'mernptr 



T_DSP_Ptr destaddr 
U16 mempage 
T_Si2eshEe 

T_DSP_W6rd BLOBIsize] 
T_TaskCreatetcs 



T_TasWD TaskID 



Reply Rammeters 



DrrectionHa^o 
DSP 



IJ32mips 



T_Sizeprogmem 
T_Sfee datamem 



T_DSP_Wbfd •memptr 
U16 errcode 



U16eiTcode 



U16 etrcode 



T_TaskID TaskID 
Ul6en<x>de 



LTasWD TaskID 



r^TasklD TaskID 



T_Ta^lD TaskJD 



TJfasklD TaskID 
U16 newpriorfty 



T_TasklD TaskID 



Ul6efrccM:le 



Ul6errcode 



U1 6 encode 



U16 encode 



UlSoldpriority 
Ul6enrcode 



T_DSP_Name Name 



UlOstatus 
Ul6pnorily 
T_ChanlD Ir^ 
T_ChanlD Oirtptit 
U16errcode 



T_DSPJO ID 
Ul6eiTC0de 



Tables 



DSP 


Interface Layer / Channel interface Layer Messages 


Message 


Send Parameters 


R^y Parameters 


Drrectk)nHost<?> 
DSP 


CREATE^CHANNEL 


T_Size framesize 
TjCoinl numframes 


T_ChanlD ChannellD 
UlS enrcode 


-> 


DELETE^CHANNEL 


T^ChanlD ChannellD 


U16 enrcode 
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Table 5 (continuecQ 



DSP 


Interface Layer / Channel Interface Layer Messaaes 


Message 


Send Paramdtefs 


Reply Parameters 


Dtrectn>nHo8t<=> 
DSP 


CREATE^STREAM 


T_Size FIFOsiz© 


T_StrmID StreamID 
Uie errocxle 


-> 


DELETE_STREAM 


T_StnnrD StreamID 


UlSen'OOde 





IS 



45 



ss 



TableG 









so 


Massage 


Sow Parameters 


Reply Parameters 


r^ec^on Hosto 
DSP 


RHAD,MEM 


U16 mempage 
T_DSP_Ptracldr 
T_Count count 


T-OSP_Wofd rnemfcounq 
UlSerrcode 


— ► 




WRITE,MEM 


Ul6 meinpaQe 
T,DSP_Ptraddr 
T^Counl count 


Ul6erroQde 




30 


READ_REQ 


T_D5P_V\ford fnem[counq 
U16 R^ID 


DSPJWORD regvalue 






WRITE_REG* 


Uie RegID 


UlSenroKfe 
U16 errcode 




3$ 




T_DSP_\Atorrl regvalue 








SET_BREAK 


T_DSP_Ptr adcir 


UlG errcode 






CLR^BREAK 


T_DSP_Ptraddr 


U16 errcode 




40 


BREAK,Hrr 


T_DSP_Ptraddr 


U16ACK 





DOWNLOADING NATIVE CODE 

a MIPS Required attribute 94c The B^^oS^T^^^^^JS^J^^ ^ = ^ Size attribute S4i, and 
10OB3J 'noporatton. the Load Code act«rtCKiiiie,»^*«i^^ ^ 

into the Bean. SJnce JaVA ^^o^^^ -^f/^ code (native to ihe target p««;essor) 

92 and the attributes 94. n>e LeadJ^S^SiJ^S^ ^ ^ '^^^^^ <^ 

example, the COlTfneforaSdS^S^a^!f«, ^ Parameters from the native code 92 (usirig. for 
executes tasicinstaltedSoliJ^e 

tothe hc^p^cessor 12 as we,.. fJS?SS^"SSS^^ 

wNxi u ic; uesireo tiean so IS resident m a network server, such 
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10 



15 



2S 



30 



^^""^^ mtemetsen/er. although the BeancouW6eresklertinanydwk» incomniunfcationv^mepfa^^ 

J." ^'^^ 5- platform 1 0 is coupled to a neiwork seo/er 100. TTie host wocessor 12. as sh™,m in 

ne«M=od^ the host 12 loads an applet containi,^ the Bsan 90 from the neiwork sen,^i M oT'tlS 

contaning applet, can be downloaded from the server 100. Once the wrapper Bean 90 S^TrS^JTSl^J 

^jor the sfee of the native code, code type (for which processor feSaJeJIaJlSa^^ 

^^^^■^ ^ P"^'' 12 or DSP 16 in the architecture sho«n in Rgure 5. Typically the naTe oSe S 
wiU be unlinked, compiled code. Thus. thecrossBnkerBSofthe DSP-API 60 will fink the «Setoa^vS 2^ 
Jo^TheBeanwouldpass,hebfnarynativeaxte92to««dynarnicaa?i^^^ 

^T^ V^ ^ LArarySa If so. the ta^couW be executed without a downtoad 
maei H the task IS not stored in the DSP 16 orthe DSP library 58. an gbiect (referred to as the "DSPi^aH*^ 

«« Beans available locally as well. In a fu« instance, there may be a Bean with the code stored locaDy Ifso the^ 
IS stored locally, the Bean can retrieve the code fixmi the appropriate server wwwuiine cooe 

2Sh^'i^*?Iri!!r^l'' the DSPLoader Object is not local, then JAVA wOl load the Bean 90 from the server that 
wrote the applet The code from the Bean will then be installed as described above. "leserverxnat 

aaomplehed by wrappmg the code wHhin another language, such as an ActiveX applet - « cou" aso oe 

iTL^!!^^^^^ (or other applet) as a wrapperto the native code has significant advantages. Hrst ttalbws 
a arnpte. standard method for loading code onto one of a plurality of processo.^ TlS^ fe^S^Tte t™^ 
«^the^andthecodeislinkedtoti,eapp,opriatepro<SS^ 
SZtrZS";^:^^ second, aallowsnudtiplep^ 

"S^S*?^ ^ generated from nxrtliple discrete roufcnes using a single applet to 

code the Bean 90. birt the nafve code 92 as welL Other languages, such as ActiveX J«ve secu^ leaturWi w^ 



sEcuRrrr 



KsJj^l^S.^S^^'lS:.^ '^•'AVA Bean or ActiveX applet 

=^ « ^^L^^ *hen the Bean or applet isdowntoaded. the signature is verified by the rav- 

ing appfcafion. which has a Bst of trusted souroes. If the Bean or applet is ^ed^^^^^Ln^L 

code Of the Bean or applet preventing unauthoilzed modrKsiion of the code. Because the native code is ^re anrt 
comes flnom a trusted source, the atlrbutes can also be trusted as accurate 

SSS^t i^^liS^ T^'^L^i'^'^ ^ ^ downloaded to a device runSng a JAvS™ 

^ source 
g««tt»useranopportonitytoaccepttheBean.iftheuseri^ 

o^proces^r^ mayd^etetheBeanSOand sendan appropria^ 

' *^^lf*^®'^^^''*=^fro'"afr'«t«dsource.theBeanisdea^ This step decrvcis 

sz'prc^ng^ir;^:?^::^,?^^^ 

55 [0093] Sample JAVA scriptfor a Bean 90 is prwmledherdnbek^ 
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45 
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2D 



package ti.dspJoader; 

in^rtjava^wt*; 
import java.io.*; 
import javaoiet*; 

public class NativeBcan extends Canvas impicrnents Serializable 
public NathrefieanO { 

setBackground(CoIor,white); 

funcData ^ new BytcAHayOuQnitStrcainO; 
try ( 

^ furtcCodeBase = new URLHit^y/localhostO; 
catch (MalforrocdURL&ccqrtion e) { 



' 30 



3S 



40 



45 



BO 



£S 
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) 

pubiic Dimension getMiiummnSiz^ { 
^ retum new Dimension(50, 50); 

public void loadCodeO { 
URL baseURL= null; 
try { 

ptchCMalformeTORLExc^OTie) { 

DatalnputStrcain source - null; 

mtread; 

byteQ buffer, 

buffer = nw hyte[10243; 
tiy { 

^ sotirce = new DataJhputSlminiCbasetJR^ 
catch (lOException e) { 

^ Sy5teii^ouLprintb(^OExccption creating streams: • + c); 



55 codcSize = 0; 

funcDatajcsctO; 



try { 

while (true) { 

read - source jead(bufirer); 

if (read — >I) 
break; 

fimcData.write(bufier, 0, read); 

} 

<?atch (lOException e) { 

Sy5tem.cnitprintlnOTOExc6ption: " + e); 
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SystenrouLprindnCCode size " + codeSize); 

6 

try { 

sourcexIoseO; 

cateh (lOExccprion e) { 

J ^J^-<>"t-Pri»itInnOExcepdon closing: - + 

) 

,s I^^'*^?3^«^«™tti2ed String gctFim^ { 

J^tUTa myi^unction; 

^ myPuuctfon^ function; 

^ public sjTOchrwiired String getCod^ { 

^ return fiincCodeBase.toSiimgO; 

30 P^WicvoidsetCodeBasefStringncwBase) { 

try { 

^ fimcCbdcBase ^ new URL(nCTvflastt); 

^ pch(MatfonncdURLExcepti(me) { 

} 

40 P"Wic void instaHCodcO { 

FaeOu^putStream destination ^ miifc 
Hie libFflc =new Fi]e(tnyFonction); 

try { 

J «Jestiffiition ^ncw FaeOutpuiStream(libFile); 
catch aOExceptionc) { 

^ Systc^LOllLprin^hl(^OExccption creating streams: - + e): 
if (destination != null) { 



45 



SO 



SS 
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try { 

fimcData,wTiteTo(dcstination); 

} 

catch (lOException e) { 

System.outpfintlnC'IO Exception installing native code: ' + e); 

} 

lmkCode(funcOata) 
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20 



30 



35 



40 



} 



public void loadParametersO { 
public void executcO { 

public sytichromzcd int getCodcSiieO { 
return codeSize; 

public synchromzed int getCodeTypeQ ( 
tcturn codcTypc; 

public void setCbdeType(iotnewType) { 
codeType = mswType; 

pttvatc int codeStzc ^ 0; 

private int codeType = 1; 

private String myFunction = 

private URL fiincCockBase = nuU; 

private ByteAxrsoOu^utStreatn fimcData = null; 



4? 



SO 



ss 



The teadPaiametereO routine instrui^B^ Sl^l^i'J^^ DSP and to load the Hnked code. 

an -The mention encompiSaS^SSL^^tSl^ *^ 

[OOSq TTie scope of Ih^SiSSS^SSSlf^rS^.,^ ihe scope of the Oaims. 
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^niriSl^^^ ^ ^Pf*^ features from dependent claims may be com- 

^S^tfrS!^nl*2^ featuresfron, respective independeni c£ns r^S^rS^ 

apprapnate manner and not merely in the specific combinations enumerated in the daims. ^^^^ m any 

1. A method of controDing an electronic device comprising 
2^ to sakJ electronic device sto^ 

encrypting both the source code and the native code in said software program- 
aowntoading the software program to said electronic device; 
decrypting said software program; 
retrieving said native code from the software program; 
instalSng said native code on a target processor; and 
executing said nalrve code on said target processor. 

4. An eledrorwc device comprising: 

an external daace starrng a Be of native code wHhin an soWe prog,^ comprisirffl 
soiree cod^ ^ external davice encrypting both the soirce code and the naih^ code ih^Sd^JCS^ 

a host processor for: 

/ dovmloadlngthesoflwareprogiaitjtosaidelectionte 
w deorypting said softwraie program: 

retrieving s<ud natiwe code from the software program; 
installing said naJive cede on a target processor; and ' 
initiaiing the exeeuiion of said native code. 

f ■ ^ °™*^ '^''^ * "^^'^ ^ comprises a JAVA Beaa 

7 ^ t^"^ !l * ^ ^ device coirprises a giotai network server 

drcuitnr for coupling to an external device storing a file of nalive code within an software prooram comorisino 
source code, said axternal device applying a digital slgn^^ 

a host processor for: k^^-m. 

ctawntoading the software program to said dedronic device; 
verifyina said digptai signature; 

remeving said native code from the software program responsive to said verifykig step; 

inetaning said native code on a target processor; areJ 
initiating the execution of said native code. 

1 0. -me electronic device of clause 9 wherein said largef processor is a digital signal processor. 
Claims 

1. A method of controlling an electronic device comprising: 

external to said electronic device, storing a file of native code within an software p.x>gram comprising source 
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code; 

encrypting both the source code and the native code in said software program 
downloacfing the software program to safd electronic dewe; 
decryptng said software prosram: 
5 retrievffig said native code from the software program; 

installing said native code on atarget processor; and 
executing said native code on said target proceior. 



10 



2. The method of daimi wherein said software program com^^ 
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20 6. 



and companng said digital signature to a list of trusted sources. ct-wgram 
^ iSfcSe"^ '"^^ '^^ ^'«ted w«h 

*nie methaJ of daim 5 and farther compriang th6 step ol ©ri^ 
7. A method of controlling an electronic dewje con^sing: 
^ ^naltosaidel6clronfcde*«c^5fori„p^ffl^ 

applying a c^gftal signature to said sofhware program; 

downloading the software program to saol electronic device: 

retnewng said native code from the software program; 
verrf^ng sakJ d^ilal signature; 

installmg said native code on a target processor responsive to said verifying step; and 
executing said native code on said target piocessor. 

sonware program aixJcompanrig said digital sigrjahjre to a Bst of trusted sour » 
13- An electronic device comprising: 
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circiirtry for coupling to an external device stonng a file of native code within an software program comorisina 
s^ce cod^ sad e)ctemal de^ encrypting both the source c«de and the nativTS^TSKS^^ 



gram; 
a host processor for: 

downloading the software program to said electronic device; 
decrypting sakl software program: 
reeving said native code from the software program; 
installing said native code on a target processor; and ' 
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inrtjafing the execution of said natfve code. 

14. Tile electtiDnic deface of daim 13 wherein said host processa farther verifioe ^ hj-hu .i^^^^ - . 
said software pit»gfamL Hiuce^sor Tarmer venfies a cfigitaJ signature associated with 

15. An electronic de^ce comprising: 

downtoadfng the software program to said electronic device- 
verifying sard digital signature; 

instaiimg said natve code on a target processor; and 
initialing the execution of said native coda 

18.Thee)ecironicda^ce<rfanyofdain«l3to16wherginsaidext^,d^^ 
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